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Cybertrusler og it-sikkerhed

Crime as a Service

Ransomware og Raa$S

MiTM angreb mod MitID og NemID
Opsamling og gode rad
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Cybertrusler og it-sikkerhed

 Brugerne er fortsat det svageste link — email er stadig den primeere bzereform

 Der er et stort antal SMV, som ikke har basale sikkerhedstiltag pa plads. Der mangler
fokus pa alt fra vedligeholdelse, overvagning, brugerawareness, risikovurdering til
sikring og beredskab

 Ca. 25 procent af alle stgrre incident response sager i 2022 skyldes darligt sikret
perimeter udstyr (100% er optaget i CISA Known Exploited Vulnerabilities Catalog)

 Der er en fortsat veekst i tilgang af zombier pa Mac, Linux samt Android og loTs.
Windows er i fald.

e Ransomware udggr fortsat den mest overhaengende trussel for alle typer
virksomheder

 Der laves phishing, spear phishing og smishing i en hidtil uset grad

* Fortsat hgj aktivitet i CEO og BEC svindel i 2022



Nuvaerende trusler

* Phishing/smishing er tilbage for fulde omdrejninger og nar usete hgjder i 2022

 Antallet af kompromitterede endpoints er i fald!

 Der mangler i mange virksomheder fokus pa AD sikkerhed. Et ransomware angreb kan
ga fra initiel infektion til all-out domaene infektion pa under 3 timer med sidelgbende
destruktion af backups og dataeksfiltration!

 Crime as a Service vokser fortsat

 Emotet spiller fortsat en rolle men Bumblebee, IcedID og QakBOT er i stigning og er
mere raffinerede

* Cobalt Strike er fortsat de it-kriminelle’s primaere rammevaerk til lateral bevaegelse



Cyberwarfare og hybrid krig

 Angreb mod kritisk infrastruktur er blevet et vaben i en ny form for hybrid krigsfersel
* Der laves angreb pa supply chain og cloud/hosting udbydere

 APT angreb har fundet vejen til vores BIOS/firmware igennem UEFI

* |oT udstyr misbruges til at etablere adgange og bombe mal

 Konflikten i Ukraine er et godt eksempel pa hybrid krigsfgrsel



Antal af kompromitterede endpoints 2022

121010 120911

112833
110699

104992

HOISSe 100604

JANUAR FEBRUAR AUGUST



L
-

o

-
.

_—
-

>e

r

e

S ErE AR K

1

A
-
’r' \
'1

. n .... , .
! e
‘ 3 " S sy -
: - i \l " ’ < ul,
' ¢ oy - . Y Kl .t
N -_o p A | Ry g < lu
| L ¥is g I o ! Kl *n 1N
_A..G o - - .

-mn..ﬁ.f.”. g .

{
X ’- — .o )rl » b o ..k’ l‘l s
B W . s Wi
V. A, .Dunw... sarv
a 1 je..
| | )
2 i
L [

e pnes | Ve -l
sé?ﬁ. \ﬁ RS L e
. TR T k- Iy :

: -lq .0« Qs 3 “ | ﬁ.

1 ’4. é ‘ ’ n'l ’ N tau ‘-wv .l‘cF..A -

Muo - rw - by % S8 S A

» r...- Y alu,:..
-

o s
2.“. w d.;t : "
P e s ] [
‘ )

Cybertr

‘N ) q:-... .'utaswv Ty

: sl W e W WP e #
' 1 — Y ok S

-



rime as a Service —
e stjeeler ALT —
ars stealer

s Stealer — HATVMBHBIW, HEPE3UAEHTHBINA CTUANEP C DYHKLIMOHANOM Noajepa v rpabepa
5 CTHARED

22 MivoH 2021 -

Team- &

MarsTeam
Mpogasey

CTpSLAR
HLEHIR:
L

22 Maw 2021
5

i}

1132

& 2K -7 | mar
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13 stealer M

¥ OfuuymansHoe

"22 Yeown 2021

Mars Stealer — HaTUBHBINA, HEPE3WAEHTHBIN CTUANEP C DYHKLIMOHANOM Noagepa

Haw codT pazpabameieanca ¢ yueToM noxenaxwii nogedd, paGoTatowmy no kpunte, no3toMy B Mars Bel moxeTe Haiim
€ KPWNTON 1 HE TONBKD.

BHWMAHWE! Mbl HE PABOTAEM MO CHI 1 BAM HE COBETYEM!
Mars nanncan Ha ASM/C WinAPl, secut scero 95kb (ynakosannmid 8 UPX 40kb), nenoabsyer TexHUKW A0A CKPBITHA 3a)

MCMONBE3YEMBIE CTPOKKW, COBMPaET BECh NOT B NaMATH, 3 TaK Xe NOAAEPXMEIET 10e S5L-coeguHenne ¢ komal
He ncnonwsyroren ort, std.

Cnucok noanepxusaemsix bpayzepos:

Internet Explorer, Microsoft Edge

Google Chrome, Chromium, Microsoft Edge (Chromium version), Kometa, Amigo, Torch, Orbitum, Comodo Dragon, N
Sputnik Browser, Epic Privacy Browser, Vivaldi, CocCoc, Uran Browser, QIP Surf, Cent Browser, Elements Browser, TorBr
Brave Browser.

Opera Stable, Opera GX, Opera Neon.

Firefox, SlimBrowser, PaleMoon, Waterfox, Cyberfox, BlackHawk, lceCat, KMeleon, Thunderbird.

CobupaeT naponw, Kykm, CC, aBTOSaN0NHEHWE, CTOPHIO NOCELEHWA CAWTOE, WCTOPUIO CKaUMEaHMA Hainos.
MNoasep#WEaOTCA EC2 Nocneare obHoenenwA Bpaysepos, exnouan Chrome vBO,

BaxkHbIM $YHKUMOHANOM, BELASNAKD MM HAc Ha OHE KOHKYPEHTOR ABNETCA cBop nnarMHoB Bpay:
MAArMHBI-KPUATOKOWeNsKW M 2FA-nnaruHel.

Cnucok noAfepXueaemMbix KpUNTo-NAariHoOEB:

Tronlink, MetaMask, Binance Chain Wallet, Yoroi, Nifty Wallet, Math Wallet, Coinbase Wallet, Guarda, EQUAL Wallet, Jz
Wombat, MEW CX, Guild Wallet, Saturn Wallet, Ronin Wallet, NeoLine, Clover Wallet, Liquality Wallet, Terra Station, Ke|
Polymesh Wallet, ICOMex, Nabox Wallet, KHC, Temple, TezBox, Cyano Wallet, Byone, OneKey, Leaf Wallet, DAppPlay, B
Extension, Hycon Lite Client, ZilPay, Coin98 Wallet.

Cnucok 2FA-nnaruvHoB:
Authenticator, Authy, EOS Authenticator, GAuth Authenticator, Trezor Password Manager.

Cnucok noanepAxueaemMsbix KpUNToO-KOLWensKoE:
Bitcoin Core w 6ce npowssoatbie (Dogecoin, Zcash, DashCore, LiteCoin, n Tak aanee), Ethereum, Electrum, Electrum LT
MultiDoge, JAXX, Atomic, Binance, Coinomi.

CoT cobupaeT UMPPOBCH OTNEYATOK KOMMNBIOTEPA:
— IP u crpany

— Pabouwii mym go EXE-dpaiina Mars 8 npouecce pabotnl

— JokaneHoe Bpema Ha MK 1 BpeMeHHyio 30HY

— A3bik cucTembl

— AzbikoBLIE PACKABAKN KNBEWETYPRI

— Hoytbyx/fleckron

— Mogens npoueccopa



Dashboard

Binance Blockchain Crypto

227.97.29 W227.97.29 .194.94
itry: AR ntry: AR — ry: Us
— zZe A & |
Marker Rules
S — 28.117.149 228.117.149 194.93
Grap Hules itry: TH ntry: TH —_— ry: Us
Loader Rules é| ‘i‘ | 4| ‘i‘ |
29.63.15 1"33:54 194,94
itry: JO y: ry: US
4 & | A & |
Settings .245.26.82 194.92
ntry: BR — ry: US
Exit
ra ra
191.204.155 10.177.66 194,91
itry: PH —_— ntry: IR —_— ry: Us
~ 1 # 1
Website Traffic Browser Used
Site Count Browser Count
accounts.google.com 2153 @& Chrome 46979
www.facebook.com 1204 & Microsoft Edge 15293
login.live.com 953 i Internet-Explorer 0
localhost 541 ) opera 537

www.instagram.com 518 & Mozilla Firefox 375




Hide empty ‘ With crypto @ ) With plugins g Only unique | L . \ Delete l Q Search

Marker Rules nz 3 Last

Grab Rules

; Id ] Comment Data Marker IP Screenshot Actions Date
Loader Rules

i i o) \ & ‘_ ‘ i0.104.154 10h 4m 4s ago
‘ -
: P —~
Settings
Exit B | s 16.150.218 11h 6m 35s ago
850 /‘ ) < ‘ 0 ‘ =
/2
| B | e )6.150.218 11h 11m 19s ago
849 /. \ & ‘ 40 ‘ =
/
—
Sail il | P ‘ 5 ‘ 120.100.252 15h 3m 32s ago
| IS +0
4
id Ial ‘ ® ‘ - ‘ 13.143.8 15h 4m 45s ago
) =
V.
| | @ | = ‘— 139.165.23 15h 15m 54s ago
| o
- 1
diE ol | P ‘ e ‘ 14.41.83 16h 3m 43s ago
Yy &) on
Y




Service — de stjaeler ALT — loT
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Ransomware —
LockBit2.0 —
3.0 med DDoS ..

SEle : @ =] Browse & Structure [ SQL \ Search ¥¢ Insert =} Export (& Import = Privileges 4 Operations % Tracking 2% Triggers

%
Recent Favorites
@ « Showing rows 0 - 24[(12125 total | Query took 0.0321 seconds.) [master_pubkey: FFF287D0B78"
& New = S “ id : .
SELECT FROM “builds’ ORDER BY 'builds'.'master_pubkey  DESC
=1 decryptblog
° D e n m e St a re S S ive t e r o New [ Profiling [Edit infine] [ Edit ] [ Explain SQL ] [ Create PHP code ] [ Re
g g p - y btc_addresses
. +134 builds 1 v > > Number of rows: | 25 v Filter rows Sort by key: | None v
L B 2 +L 4 chats
i ;
ockBit2.0, som har
i folders —T— B id userid ste comment master_pubkey « 1 master_privkey date type ua
M . 4.4 images
g [0 & Edit & Copy @ Delete 3276 37 N DOB785576195FABDCECECA13 Z1BE36.. 1620702174 session
publiceret data fra ikke e TRT
¥4 posts [0 7 Edit 3 Copy @ Delete 2841 31 M it E13E54145850A44AB59F454C! 122884 1620313376  session
. i
f& r re e n d 9 1 2 fo rS ke I I Ige §. 44 tesiles [0 & Edit 3i Copy @ Delete 1989 2% N 3C9F35BBOB73D368EBTCCERC SDEB1 1628774973 session
+Ll# users
+ 1 visits [0 & Edit ¥ Copy @ Delete 6335 85 N 18A52C43783B651C3F756EB90) 10474.. 1634854291 session
i k h d I t @ information schema 0O & Edit $:C 9 Delete 6347 8 N 10B714A1431EDBEOF46C68FA “BDDCA4... 1634854291
& it #c Copy @ Delete N H 4 session
virksomneder og lave £ mysd i .
*#.1J performance_schema [0 & Edit 3¢ Copy @ Delete 10556 7 M .COB316FF1147F98EES83172F1 C71878.. 1646754817 session
. +._ ) phpmyadmin 5 =
afp res n I n g m Od 1 2 1 2 5 L :ys Y [0 & Edit 3 Copy © Delete 2616 2% N 3F92C481DE864279662CAY63E ACAFFB... 1629051720 session
’ [ o7 Edit & Copy @ Delete 3827 25 N 386CB30911D5AB08D73C3F1A3E AASD6... 1630602445 session
. o 7 o
Vl r kSO' ' | h e d e r' p a et a r 0O & Edit §Copy © Delete 7984 57 3032F60162B80FFAEABIYEFFC fine SETRAEE  sesiion
[0 & Edit 3 Copy @ Delete 375 4 50DOE054CDAC3D3DA41688D373 51647CD... 1626462691 session
. . . ° [0 & Edit §: Copy @ Delete 4491 69 612687CBAEQBE6E537F47528( 160765 1631849278 session
. E n fo rSl gtlg be reg n I n g pa O & Edit 3¢ Copy @ Delete 4077 12 M JAQ3COFC3609569D9D942843D BABS75.. 1630097042 session
[0 & Edit % Copy @ Delete 547 1 N \9BEE4FEE92C6B75E9D8F796. .D25D3. 1626706473 session
ielle indtaegt af
e n Ote ntle e In & a [0 7 Edit 3cCopy @ Delete 8453 65 8D8472DE7C77088057D1C289¢ 389EC 1638795019  session
p g [0 & Edit % Copy @ Delete 4357 28 AL 4657850237FABA30DIIBEBB 1L 11F925A .. 1631625250 session
o
disse angreb kan opggres IR ey T comomomiconeera R
) & Edit ¥ Copy @ Delete 6795 25 M 5F5A64074F68E96AADB318CA 711364.. 1635436525 session
Sé Ied eS . [0 & Edit %c Copy @ Delete 2899 16 )8807C656D3641FE2EE23618F/ 735D. 1629423533  session
* O & Edit 3: Copy @ Delete 7631 71N DO4AGFDB2092CD2E26872E54 1384154, 1637141274 session
O # 232ED01863127F237B7CDC13] 58C0317... 1626389234 session

Edit ¥ Copy @ Delete 312 25

12,125 x $200,000 (lavt
estimat) = $2,425,000,000

14



SALES
SALES
SALES INV
SALES
SALES

SALES

Maze support system

Whats just happened?

If you see this page it means you have a vulnerability in your system

This vulnerability was used to maodify your valuable data in a way, which temporary disallow further usage of it
Please upload DECRYPT-FILES.&xt using the form below and start recovering your data.

If this file is recognized by our parser, you will be successfully authorized and provided with further instructions. Machines List

cn OperatingSystem dNSHostName

Mo file selected. H=VR-ATVER ¥ ; A WA-AMVERT N rOICS3I0ng wn-Ae
VERVOCOT vanhostelry 15731

WBRVFSOI v 2018 VERMFS0 vz bualel v local

VBEVHVO f 2015 VERVEVD T v

JCunmpulen A T P F VERY
We can recover your files, as our If you are waiting for a free solution to We understand that the customer i e ey Al PEALLT uANROKTR G I0ca
software is carefully designed to keep come, we must disappoint you. cannot always pay the fee. We have
the integrity and safety of your files. discounts and price can be negotiated.
Our cryptography scheme is military
Don't be afraid and start recovering! grade. It will require decades to crack.

Start working with us and get your
files back.




Read only Strategy & tactics

Weatherford College

16 April April 16

Hello and welcome to Hive. i locked only 1 esxi and some

Index of /stratford/

2021 R2T4/ 19-Apr-2022 .
Accounting Confidential/ 19-Apr-2022 21:24
Accounting Requests/ 19-Apr-2022 21:45
sl BLdgets/ 19-Apr-2022 21:25

Flnance/ 19-Apr-2022 21:23
PersonINFO/ 19-Apr-2022 21:23

- PersonINF02/ 19-Apr-2022 21:23
eem Shurtz Personal/ 19-Apr-2022 21:53
19-Apr-2022 X

ssn/

‘ Update ’ Type your message



Clients Tasks Settings LogOut

TOP ANTIVIRUSES

TOP OPERATING SYSTEMS WORLD MAP

CLIENTS 1 CLIENTS ANTIVIRUS CLIENTS |
25 30 14

4 3 6

3

3

- <25 - 25-50 - 50 - 100 - 100 - 200 150 - 200 200 - 250 >250

ONLINE TODAY ONLINE / WEEK ONLINE / MONTH

Ky 33 38

NEW TODAY NEW / WEEK

0 1 38

ﬁ‘" p
Y

NEW / MONTH




MRILIN T ke

Show

805

819

804

787

776

782

781

783

784

N

793

794

50

87

217

62.

87

82.

18¢

80.

84.

79

212

87

87. .

entries

718

98173

n4.74

89.21

!51.87

.48

334

81252

189.99

211.209

24813

4977

55.59

57232

COUNTRY

OPERATING SYSTEM

Microsoft Windows 10 Home

Microsoft Windows 8.1 Pro

Microsoft Windows Server 2008 R2
Standard

Microsoft Windows Server 2016 Standard

Microsoft Windows 8.1 Pro

Microsoft Windows 7 Professional

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 10 Pro

Microsoft Windows 10 Home

ROLE

User

N/A

User

User

N/A

N/A

User

User

User

User

User

User

User

User

ANTIVIRUS

Windows Defender

Trend Micro Security Agent

N/A

N/A

Windows Defender

N/A

Managed Antivirus-Anti-Malware

TeamViewer Endpoint Protection (ITbrain Anti-

Malware)

Avast Antivirus

Securepoint Antivirus Pro

Windows Defender

Windows Defender

Trend Micro Security Agent

Windows Defender

Windows Defender

RAM

3964 MB

8081MB

8183 MB

40959

8059 MB

8081MB

16312 MB

8191MB

8030 MB

814 MB

8077 MB

8063 MB

16255 MB

3766 MB

8006 MB

STORAGE

189 /252GB

450/1241GB

103/274GB

507 /948 GB

2581/ 4655GB

902 /1789 GB

875 /1365 GB

1410 /1928 GB

2261/ 2797 GB

896/2470GB

970 /117 GB

1886 / 3223 GB

888 /1630 GB

14742 /19789
GB

366 /701GB

NETWORK 1

mn2

10

ADDED

20.11.2020,
13:33:50

2711.2020,
N:36:24

18.11.2020,
00:05:09

16.11.2020,
13:49:22

16.11.2020,
1228114

16.11.2020,
12:32:28

16.11.2020,
13:02:20

16.11.2020,
12:26:20

16.11.2020,
12:32:52

16.11.2020,
12:49:04

16.11.2020,
13:02:56

16.11.2020,
13:03:36

16.1.2020,
14:13:43

16.11.2020,
14:58:27

16.11.2020,
15:18:53

Search:

w
-
b
=
c
w

VERSION

BR JOB

BR JOB

BR_JOB

BR_JOB

!o

lo

!o

!o

!o

!o

!o

lo

!o

lo

!o

!o

!o

lo

!o



Hvad er Conti?

 Conti kom pa “scenen” i 2019 som “Ransomware as a Service”

 Conti er en one-stop-shop for cyberkriminelle og tiloyder en bred vifte af forskellige
services f.eks. platform til management og distribution af h@stet data

* Nogglepersonerne kan knyttes til Dyreza og TrickBOT og kendes som "Wizard Spider”

 Wizard Spider er en sofistikeret kriminel organisation som operer fra Rusland (St
Petersburg ) og Ukraine. Organisationen har eksisteret siden 2008.

 Wizard Spider organisationen bestar af flere end 70 ansatte og rammer udelukkende
mal udenfor det tidligere Sovjet

 Contieret”double sword”. Der leveres ransomware builders, bruger manualer, SLA,
og hgstes data som bruges til at true ofre.



Hvad er Conti?

 Det stgrste mal indtil videre var Health Service Executive i Irland

 Conti er optimeret til multi-threading encryption som g@r Conti hurtigere end
konkurrenterne. Den anvender hgj grad af beskyttelse af dens kode hvor den f.eks.
Anvender 277 forskellige algoritmer — en per streng. Af dem er 230 subrutiner. Conti
anvender endvidere en udviklket AES-256 og ChaCha implementering med 32
individuelle CPU trade og en master RSA-4096 nggle.

 Nar Conti kgres draeber den fgrst processer relateret til backup (og meget andet!):

net stop “Acronis VSS Provider” /y

net stop “Enterprise Client Service” /y

net stop “SQLsafe Backup Service” /y

net stop “SQLsafe Filter Service” /y

net stop “Veeam Backup Catalog Data Service” /y ("start C:\locker.exe -m -net -size 10 -nomutex -p \\VEEAM.dc.local”)
net stop AcronisAgent /y






Conti bruger
manualer

Passwords anvendt i RDP og andre
perimeter services:

Passwordl, Hello123, password,
Welcomel, banco@1, training,
Password123, job12345, spring,
food1234, June2020, July2020,
August20, August2020, Summer20,
Summer2020, June2020!, July2020!,
August20!, August2020!, Summer20!,
Summer2020!




Laekket data

Inden Conti ransomware aktiveres
fremhaever manualer fglgende tiltag:

* Dumping password hashes
* Deaktivere Windows Defender
* Metasploit

* Scanning af netvaerk/cloud for
backup devices/redundans

» Aktivering af “legitime” bagdgre |
form af Remote Support veerktgjer

* Elevatering af privilegier




Conti annoncerer deres dad ...

 Men frem treeder: Silent Ransom, Quantum, og Roy/Zeon

 Anvender BazarCall til kompromittering af enterprise kunder

* Bazarcall ggr brug af spear phishing og et nummer til et dedikeret callcenter som
henviser til en webside hvorfra der tilbydes et Excel dokument. Hvis makrokode
tillades sa droppes BazarLoader og Bazar Backdoor

 Der fokuseres pa en bred vifte af brancher bl.a. Finans, teknologi, kommuner, skoler,
uddannelsesinstitutioner, advokat og revision samt forsikring og pensionsselskaber
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Entrust.com Leak Part1
by 34585 - Wednesday August 24, 2022 at 09:53 PM

#1

W 34585 Entrust.com Leak Part1
by Lockbit
1337 hittps://www.entrust.com/
HAXOR hitps://www.bleepingcomputer.com/news/se...ware-gang/
Size: 442MB
Format: 7z/Zip
hax0r Content:
. 10AuditsFY23.zip.001
GOD . 11FY21YrEnd.zip.001
i D o .lSInuestigatiDns.zip.DDl
Posts 333 . 14FY22Projects.zip.001
Threads 60 . 15MasterCard.zip.001
_: 1= Mar 2022 . 16Viza.zip.001
e . 17CAD.zip.001
L l'.I .lBArchivePrDcesses.zip.DDl
About the DDoS it was shared on this way
tl_27.9.3.1 - - [206/Aug/2022:19:47:49 +8080] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +086008] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +0000] "GET / HTTP/1.1" 266 18869 "-" "DELETE_ENTRUSTCOM MOTHERFUCKERS"
127.8.8.1 - - [20/Aug/2022:19:47:50 +00008] "GET / HTTP/1.1" 260 18869 "-" "DELETE_ENTRUSTCOM_MOTHERFUCKERS"
127.8.8.1 - [20/Aug/2022:19:47:50 +08008] "GET / HTTP/1.1" 266 18869 "-" "“DELETE_ENTRUSTCOM_MOTHERFUCKERS"
127.8.8.1 - - |20/Aug/2022:19:47:568 +8888| "GET f HITP/1.1" 208 18869 "-" "DELETE ENTRUSTCOM MOTHERFUCKERS™
127.8.8.1 - - [20/Aue/2022:19:47:50 +80001 "GET / HTTP/1.1" 266 18869 "-" "DELETE ENTRUSTCOM MOTHERFUCKERS"




ClOp hacker vandforsyning og

poster billeder af PLC

Ransomware banden ClOp hacker en vand og spildevandsselskab | England
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CSIS IR sager relateret til ransomware i 2022
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Cybertrusler og IT- sikkerhed

4.00 MiTM angreb mé’d MitID c
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‘ Danske Bank: Din konto er
blevet last af sikkerhedsmassige
arsager. Hvis du vil lase den op,
skal du gennemga din konto her:
http.//danskebank.getmyip.com

Det starter
med en SMSI

Keere kunde, opdater venligst din
profil:




BELGELC] Bank
Hjeelp til at logge pa

Velkommen til Danske Mobilbank

Nar du logger pa ferste gang, skal du bruge NemiID eller MitID.

Veelg login metode

E] NemID

Mit2p MitiD

O B https:/fwww.sikkerdanske-konto.net/b61705f85f6a5787b3797b783d692360/loading.phpfuser=true

Pas godt pé dine oplysninger
Del aldrig dine personlige
oplysninger som f.eks. CPR-nr.,
kortnummer og kodeord.

Log p& hos Danske Bank A/S Mit2D
Svar aldrig pa mails,
telefonopkald eller sms'er, hvor
BRUGER-ID ® du skal give personlige
oplysninger.
=

Giv kun din personlige

oplysninger pa hjemmesider,
FORTSAET = hvor der star "https” eller er et

billede af en haengelas foran

adressefeltet.
[J Husk mig hos Danske Bank A/S

Bank

Mitab

Forbinder sikkert til MitID
Vent et gjeblik ...

Pas godt

Del aldrig

oplysning
kortnumm

Svar aldric
telefonop
du skal gr

oplysning

Giv kun di
oplysning
hvor der s
billede af

adressefel

30



Smishing domaner

| Iebet af en maned har vi set flere end 100
domeener oprettet med formalet at lave
smishing mod danske borgere og
viksomheder. Der misbruges primeert
varemaerker fra Danske Bank og eBoks. De 6
er pa TLD .dk

Hovedparten (98%) af disse skadelige
domaner opsamles igennem SIE Europe
PDNS sensor net

DNS bloking skal ske pa telecarrier niveau da
trafik lgber over 4/5G net

Vi kan nedskyde og eksfiltrere data men ikke
blokere. SMS’er kan spoofes

bankdanske.dk

Phishing domain opdatering-dkdanskerring.online

sikke
sikkerc

sikkerdan




Phishing aktgrer

* Vi har pt at ggre med 5 forskellige grupper.
Flere end 3000 kliks pa 24 timer | gennemsnit!!

* De 2 mest aktive sporer vi som ”SST actor”
(dansker) og "Mr Vito” og ”"Billy Jackson” som
er den ene og same

* Mr Vito og Billy Jackson anvender et
kommercielt phish kit som vi kender som
“ZerocOd3r”.

* Angrebene mod Danmark vil fortszette. De it-
kriminel |e ha r |ugtet blOd ' - de ag _ > t tilga hjemmesiden under domasn et. Det er ikke ly

rmed er grundlaget for at suspend maenenavnet ikk
* DK Hostmaster mener det godt, men har ikke
helt forstaet teknikken ... (se svar pa abuse
herunder)

Vores beslutning er derfor, at domaenenavnet ikke suspenderes.




Sign in

Always delete .zip file from server

MiTM - ZerocOd3r kit




C

ﬁ https

Refresh page

]

Signout

©

View Visitors

damskeuautoriseretlogpa.cor_

£
IS,

Admin Control

Total Visitors: -

[====» LOGIN PAGE «====
IP Login Type

Bruger ID
212.97.2

[ = CO|
%X Offline 30.227. CPR Mumbe

LEVEL
Service Cod
OTP Code
.....
CC Number

% Offline U220 Expiry

. Request login . Request service
swipe(NEM) code(NEM)

. Request login . Request service
swipe(MIT) code(MIT)

. Request card info . Request OTP

o REQUEST CPR
NUM(MIT)

@ riNisH @ |\ SEND

MiTM - ZerocOd3r kit

34




C

B https

Refresh page

Signout

]

View Visitors

e

damskeuautoriseretlogpa_:

Total Visitors: -

% Offline

% Offline

Admin Control

[====» LOGIN PAGE «====
IP Login Type : MitlD

Bruger ID
0 : =

=====> CODE <=====]

. Request login . Request service
swipe(NEM) code(NEM)

. Request login . Request service
swipe(MIT) code(MIT)

@ Request card info @ Request OTP

o INVALID, SEND
AWAY

o REQUEST CPR
NUM(MIT)

@ riNISH

£
S

LEVEL

NEW USER

NEW USER
NEW USER
NEW USER

MiTM - ZerocOd3r kit

35




Total Visitors: -

User Statistics

Active Users: -

Completed Users: -

Sound OFf T admin

# USER STATUS 1P COMMENT LEVEL ACTION
2 480 % Offline 13 Semvice Code entered, user waiting AWAITING SWIPE(NEM) Action
3 306 % Offline FINISHED :
- View Log
4 745 % Offline User(NemlID) just logged into account AWAITING Action
5 950 % Offline 51 User{NemlD) just logged into account AWAITING .
AWAITING Action
B 400 % Offline o User{NemlD) just logged into account AWAITING .
AWAITING Action
7 t216 X Offline 9z User{MemlD) just logged into account .
Action
8 745 % Offline User{MitlD) just logged into account AWAITIMG CODE{MIT) .
AWAITING CODE{MIT) Action
9 1790 % Offline 9 FINISHED -
- View Log
10 3 % Offline o User{MitlD) just logged into account .
Action
L -296 % Offline Service Code entered, user waiting AWAITING SWIPE(NEM) J—
12 709 * Offline P | User(NemlID) just logged into account AWAITING CODE{NEM) Action
13 227 % Offline Service Code entered, user waiting AWAITING SWIPENEM) .
AWAITING SWIFE(NEM) Action
14 liroga23 X Offline 2 MISHED X
View Log [}
15 1278 %X Offline Service Code entered, user waiting AWAITING CPRIMIT) .
AWAITING CPR{MIT) Action
16 754 % Offline 2] User(MitiD) just logged into account AWAITING J—
17 1443 % Offline 5 Senvice Code entered, user waiting .
Action
18 754 x Offline 9 Service Code entered, user waiting

AWAITING SWIFE[MEM)







Gode rad /opsummering

e Alle vil blive ramt: fgr eller siden. Sgrg for at have recovery og IR pa plads

 Sogrg for at holde alt udstyr opdateret

 Etablerer en sikker praksis omkring fjernsupport

 Tag backup — glem ikke clouden

 Endpoint sikkerhed (AV, FW, policies), AD sikkerhed og hardning, app whitelistning
(applocker), segmentering og ACLer

 Genbrug aldrig password. Veelg et godt password og evt en corporate password manager

e Skab awareness omkring sikkerhed i virksomheden

 Delikke oplysninger ukritisk pa nettet. De kan findes og lette et angreb eller ID tyveri

e Sla 2FA (totrinsgodkendelse) til overalt det er tilgeengeligt

e Las din maskine med en skaermlas nar du ikke bruger den, begraens adgang til
hjemmearbejdspladsen i hjemmet. Del den ikke med bgrn

e Sikre hardware (routere/wifi, firmware, passwords osv.)

e Cyberforsikring?
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REST ASSURED

Sporgsmal

pkr@csis.dk

PGP-ID: Ox715FB4BD

Fingerprint: ELA6 7FA1 F11B 4CB5
E79F 1E14 EESF 9ADB 715F B4BD
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